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1
Decision/action requested

Approve this contribution to add a new key issue in the UAS study TR33.854
2
References

[1]
3GPP TR 23.754 

3
Rationale

TPAE refers to the Third Party Authorized Entity. It has been introduced as part of the Reference Architecture in TR23.754 [1]. 

Since TPAE can monitor UAVs, access and track UAV data, and take controls of UAVs, it must be authenticated and authorized by 3GPP systems and/or USS/UTM. 

4
Detailed proposal

pCR
***
BEGINNING OF 1st CHANGES
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[x1] 3GPP TR 23.754: "Study on supporting unmanned aerial systems connectivity, Identification and tracking".
***
END OF 1st CHANGES
***

***
BEGINNING OF 2nd CHANGES (all text are new) ***

5.X
Key Issue #X: TPAE Authentication and Authorization
5.X.1
Key issue details

TPAE refers to the Third Party Authorized Entity. It has been introduced as part of the Reference Architecture in TR23.754 [x1], as illustrated in the figure below. 
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TPAE is one component of the Remote Identification framework, where TPAE can monitor UAVs, access and track UAV data, and make controls to UAVs, overruling UAVC if necessary. TPAE may be treated as a UE, NF, or third party entity, depending on application scenarios. The access based on 3GPP systems and interfaces to the 3GPP systems, e.g. so called UAV2, UAV4, and UAV 7 are being studied in TR23.754 [x1] (UAV2 semantics are outside SA2 study, but UAV identification information is within the scope).
Since TPAE may take control of UAVs and potentially overrules UAVC, it shall be authenticated and authorized different from a normal UAVC, UAV, or UE. 

5.X.2
Threats
Without authentication and authorization, potential attackers may hijack a UAV through 3GPP networks. 
5.X.3

Potential Security requirements



The TPAE shall be authorized and authenticated by 3GPP systems 
The TPAE shall be authorized and authenticated by USS/UTM. 
Editor's note: it is ffs whether authorization and authentication by USS/UTM is out of scope of 3GPP.  

***
END OF 2nd CHANGES
***
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